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5. What to do if you're arrested
o If you have .wﬁ_: phone and can't throw it to a safe

person, turn off your phone if possible
© On iPhones: Hold both buttons down --> Slide to
power off

* If you use a passcode to unlock your phone :

© Do not give your passcode to the cops even if they
ask for it

© Do not unlock your phone, even to show ID, even to
call your lawyer! Ask tor a phone to be provided to
you:

o_:smazaoa.moﬁm&mogm;m_o
_méma«wnm&mfﬂm Bm@_ﬂ:muk_mm% your

© Do not unlock your phone in front of cops or in
police-surveilled areas with cameras that can see you.

o If the cops get your phone:

O There is a chance that they copied all of your phone data
using a Cellebrite device.

® You may not know that they did this or even got a
warrant to do this unless they use any evidence they
found through it against you'in court.

_® Ifthey do not give you your phone back
immediately upon your release, it is very likely that
they have tried'to do this.

O Reset your phone (or get a new one if you're fancy)

© Change your phone passcode, and the password
on your main password manager, if you have one.
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Individual Practices, Basic
(Quick-start Guide)

This a basic checklist of to-dos to maintain digital
hygiene on your phone or mobile device.

It assumes that you are a participant in an action that

is not intentionally exposing yourself to arrest. It also
assumes that you are not being specifcally targeted as
part of an investigation by law enforcement.

You don't have to do anything wrong for law
enforcement to investigate or harass you! They could
mass arrest people at peaceful protests and try to read
all their phones without a warrant, so you should take
basic steps to make this harder for them.

The safest way to prevent your phone from being
copied or bugged by cops is to keep your phone at
home or stashed with someone else so you don't have
itif you get arrested. If you're unable to do that, here
are the basic safety procedures we recommend.

that option
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1. Phone setup

e Use a passcode that is 8 or more random digits to
unlock your phone. Do not include your address or any
dates or numbers signifcant to you in your passcode, as
law miozmamaﬁ_m try combinations of numbers
signifcant to you frst.

o Turn off biometrics (Face ID, voice recognition, and
fngerprint unlocking)

© OniPhones: "Settings" > "Face ID & Passcode"
->under "Use Face ID for", toggle every setting off

* Turn off Siri/Alexa/"Hey Google"

ooi_u:o:mm. __mmasmm ..v__m..mmm&%__..v
under "Ask Siri", turn "Listen for" to "Off"

¢ Turn off notifcation previews on your lock
screen

O OniPhones: "Settings" --> "Notifcations" -->
"Show Previews": "Never" or "When Unlocked"

* Keep your operating system up to date so
known security vulnerabilities are fxed

e Set _.__m w.Jnc_. m:?»E_S:o: (2FA) if you have

orany login
o This involves having to enter a code from a text
message, email, or anauthenticator app to log in,
in addition to a password.



